Successful connection from Novofarma to OCD:
[image: image1.png]2. qoc-development.it-cpi019-rt.cfapps.us10-002.hana.ondemand.com/107.20.66.86:443 [TLS]

[ok]

The partner TLS certificates are avaiable in your system  [AVAILABLE]

[11:46:19 AV] The system performed an IP connection to the ip address qoc-development.t-cpi0 19-t,cfapps.uis 10-002.hana.ondemand.com, port 443. The following result log shows if this connection was successful and if  HTTP server listens to this address. Even f the test s successful tis not ensured that
there istens a AS2 server -t could be a normal HTTP server. If  TLS connection has been requested (HTTPS) and was successful it s possble to dowrload the certificate(s), they wil be stored in your TLS keystore.

[11:46:19 AM]

[11:46:19 AM]

[11:46: 19 AV] [Connectin test to qoc-development.it-cpi0 19-t.cfapps.uis 10-002.hana.ondemand. com/ 107.20.66.86:443] A drect IP connection s used

[11:46: 19 AM] [Connecton test to qoc-development.it-cpi0 19-t,cfapps.us 10-002. hana.ondemand.com/ 107,20, 66.36:443] TLS SNI Extension host name set to “qoc-development.it-cpi0 19-t,cfapps.uis 10-002 hana.ondemand.com”

[11:46: 19 AV] [Connection test to qoc-development.it-cpi0 19-t,cfapps.us 10-002.hana.ondemand. com/ 107.20.66.86:443] The cient allows the following TLS protocols to be negotiated: TLSV1.3 TLSv1.2 TLSvL.1,TLsv1

[11:46:19 AM] [Connection test to qoc-development.it-cpi0 19-t.cfapps.us 10-002 hana.ondemand. com/ 107.20.66.86:43] Starting connection check to qoc-development.t-pi019-1t.cfapps.us10-002 hana. ondemand, com/ 107. 20.66.86:443 using SSL/TLS connection. Please remember that during this test your
cient il trust al server certficates and wil ignore your TLS keystore - means it i not ensured that your TLS keystore s set up n the right way even i this test & successful.

[11:46:19 AV] [Connectin test to qoc-development.t-cpi0 19-t,cfapps.uis 10-002.hana.ondemand. com/ 107.20.66.86:43] Setting timeout to 5000ms

[11:46: 19 AM] [Connectin test to qoc-development.t-cpi0 19+, cfapps.ui 10-002.hana.ondemand. com/107.20.66.86:443] Connection to qoc-development.it-i0 19-t.cfapps. s 10-002. hana.ondemand.com/ 107.20.86.86:443 established successfully

[11:46: 19 AM] [Connecton test to qoc-development.it-cpi0 19-t,cfapps.s 10-002 hana.ondemand. com/ 107,20.66.36:43] The used protocol has been identified as "TLSV1.3"

[11:46: 19 AV] [Connection test to qoc-development.it-cpi0 19-t,cfapps.uis 10-002.hana.ondemand.com/ 107.20.86.85: 443] Requesting certficate(s) from remote host

[11:46:19 AM] [Connectin test to qoc-development.t-cpi0 19-t.cfapps.uis 10-002.hana.ondemand.com/ 107.20.66.86:443] 3 certficates have been found and downloaded

[11:46:19 AM] [Connectin test to qocdevelopment.it-cpi0 19-t.cfapps.us 10-002.hana.ondemand.com/ 107.20.66.86:443] Certficate [1/3]: CN=".t i019-1t.cfapps.us10-002 hana.ondemand. com, O=SAP SE, L=\aldorf, ST=Baden Wirttemberg, C=DE (End User Certiicate)
[11:46:19 AM] [Connection test to qoc-development.it-cpi0 19-t.cfapps.us 10-002 hana.ondemand.com/ 107.20.66.86:443] This certficate does existn your local TLS/SSL keystore, the alias s .it-pi0 19-t.cfapps.us 10-002 hana.ondemand.com™

[11:46: 19 AM] [Conncton test to qocdevelopment.it-cpi0 19-t,cfapps.s 10-002. hana.ondemand. com) 107,20.66.36:43] Certificate [2/3]: CN=DigiCert Global G2 TLS RSA SHA2S5 2020 CAL, O=DigiCert Inc, C=US (CA Certficate)

[11:46: 19 AM] [Connectin test to qoc-development.it-cpi0 19+, cfapps.is 10-002.hana.ondemand. com/107.20,66.86:443] This certicate does existn your local TLS/SSL keystore, the alias is digicert global g2 ts 52 sha256 2020 cat”

[11:46:19 AM] [Connectin test to qoc-development.it-cpi0 19-t.cfapps.us 10-002 hana.ondemand.com/ 107.20.66.86:443] Certficate [3/3]: CN=DigiCert Global Root G2, OU=nww.digicert.com, O=DigiCert Inc, C=US (CA Certifcate) (Self Sgnec)

[11:46: 19 AM] [Connectin test to qoc-development.it-cpi019-t.cfapps.vi 10-002.hana.ondemand. com/107.20.66.86:443] Ths certficate does existin your local TLS/SSL keystore, the alias is diicert global oot 02"

[11:46:19 AM]





Error while posting data from Novofarma to OCD: 

[Aug 20, 2024, 11:55:38 AM] [mendelson_opensource_AS2-COMMUN-1724169331992-12@NOVOFARMA_QO_AS2_DEV_QOBTPDEV] MessageHTTPUploader.performUpload: [SocketException]: Socket is closed

[Aug 20, 2024, 11:55:38 AM] [mendelson_opensource_AS2-COMMUN-1724169331992-12@NOVOFARMA_QO_AS2_DEV_QOBTPDEV] Will retry to send transmission after 30s, retry 1/10.
[image: image2.png]Transmission: # OCDDEVNFSLOCAL — § OCD New -Entomo DEV
Thi s an utbound connection, you send data to the partner 0D New - Entorno DEV'. You receive the confrmation divecty 2= 2 response on the backchannel of your utgoing connectio (synchonous M)

State: This transaction is in pending state. —>

Log of this message instance | Raw data (unenarypted) | Message header

[Aug 20, 2024, 4:05:14PM] [mendelson_opensource_AS2-COMMUN-1724134314035-19 GNOVOFARMA_QO_AS?_DEV_QOBTPDEV] Generating outbound AS2 message, settng message d to ‘mendelson_opensource_AS2-COMMUN-1724184314033- 19@NOVOFARMA_QO_AS2_DEV_QUBTPDEV".
[Aug 20, 2024, 4:05:14PM] [mendelson_opensource_AS2-COMMUN-1724134314033-19GNOVOFARMA_QO_AS2_DEV_QOBTPDEV] The siging process does not use the Algorithm Identfier Potection Attribute s defined n the configuration - ths isinsecure!

[Aug 20, 2024, 4:05:14PM] [mendelson_opensource_AS2-COMMUN-1724134314038-19(@NOVOFARMA_QO_AS2_DEV_QOBTPDEV] Outbound message signed it the aigoithm “SHA-1", using keystore alias Novofarma Widcard 2024 - PEM”.

[Aug 20, 2024, 4:05:14PM] [mendelson_opensource_AS2-COMMUN-1724134314038-19.@NOVOFARMA_QO_AS2_DEV_QOBTPDEV] Outbound message encrypted with the algorithm “3DES”, using keystore aizs “0CD New DEV SIGN - qoc-development.t-cpi013-rt.cfapps.us10-002 hana.ondemand. com
[Aug 20, 2024, 4:05:14PM] [mendelson_opensource_AS2-COMMUN-1724134314038-19.@NOVOFARMA_QO_AS2_DEV_QOBTPDEV] Outbound AS2 message created from “pload_s213897380107867169530.bin” for the recever “0CD New - Entorno DEV" in 67ms, rai message size: 7.34KE, user defined d
[Aug 20, 2024, 4:05:14PM] [mendelson_opensource_AS2-COMMUN-1724134314033- 19GNOVOFARMA_QO_AS2_DEV_QOBTPDEV] This transaction s 2 resend of the existing message [mendelson_opensource_AS2-COMMUN-1724183047802- 18GNOVOFARMA_QO_AS2_ DEV_QOBTPDEV]

[Aug 20, 2024, 4:05:15PM] [mendelson_opensource_AS2-COMMUN-1724134314035-19 GNOVOFARMA_QO_AS2_DEV_QOBTPDEV] Preparing outbound AS2 message conniecton to htips: /qoc-development.it-i0 19-t.cfapps.us 10-002.han.ondemand.com: +43/as2/as2par tnerfnovofarmar active connectons: 1/100.
[Aug 20, 2024, 40515 PM] [mendelson_opensource_AS2-COMMUN-1724134314035- 19 GNOVOFARMA_QO_AS2_DEV_QOBTPDEV] Sending AS2 message to htps://qoc-development.t-cp0 19-1t.cfapps.s10-002.hana.ondemand. com: 443/as2/as2/partner novofarm, sync MDN requested.

[Aug 20, 2024, 4:05:18 PM] [mendelson_opensource_AS2-COMMUN-1724134314038-19GNOVOFARMA_QO_AS2_DEV_QOBTPDEV] MessageHTTPUploader.per formupload: [SocketExcepton]: Socket s dosed

[Aug 20, 2024, 4:05:18 PM] [mendelson_opensource_AS2-COMMUN-172413431403- 19 GNOVOFARMA_QO_AS?_DEV_QOBTPDEV] Wil retry to send transiission after 305, retry 1/10

[Aug 20, 2024, 4:05:50 PM] [mendelson_opensource_AS2-COMMUN-1724134314035-19 GNOVOFARMA_QO_AS2_DEV_QOBTPDEV] Preparing outbound AS2 message connicton to htips: /qoc-development.it-pi0 19-t.cfapps.us 10-002.han.ondemand.com: +43/as2/as2par tner fnovofarmar active connections: 1/100.
[Aug 20, 2024, 4:05:50 PM] [mendelson_opensource_AS2-COMMUN-1724134314038-19 GNOVOFARMA_QO_AS2_DEV_QOBTPDEV] Sending AS2 message to htps:/Jqoc-development.t-cpi0 19-1t.cfapps.10-002.hana.ondemand. com: 443/as2/as2/partner novofarm, sync MDN requested.

[Aug 20, 2024, 4:05:52 PM] [mendelson_opensource_AS2-COMMUN-1724134314038-19GNOVOFARMA_QO_AS2_DEV_QOBTPDEV] MessageHTTPUploader.per formupload: [SocketExcepton]: Socket s dosed

[Aug 20, 2024, 4:05:52 PM] [mendelson_opensource_AS2-COMMUN-172413431403-19 GNOVOFARMA_QO_AS?_DEV_QOBTPDEV] Wil retry to send transimission after 305, retry 2/10





